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INTRODUCTION

Countering Terrorism and Violent Extremism is Volume 410 in the ‘Issues in Society’ series of
educational resource books. The aim of this series is to offer current, diverse information
about important issues in our world, from an Australian perspective.

KEY ISSUES IN THIS TOPIC

Acts of terror and expressions of violent extremism are a confronting reality around the globe, and an ongoing
threat in this country. Australians must remain vigilant against the spread of terror and extremism by supporters
of Islamic State and other ideologically violent groups.

How should Australia deal with the terrorist threat without unfairly targeting Muslim communities or infringing
upon fundamental human rights? Why are some young Australians being drawn to radical Islamism? The factors
that result in radicalisation are complex and varied — are there smarter ways to counter violent extremism?

This book focuses on the threat of terrorism and violent extremism in Australia and abroad; examines national
security strategies and counter-terrorism laws in Australia; and explores ways of effectively countering extremism
and radicalisation. How do we turn back the tide of fear in an age of increasing terror?

SOURCES OF INFORMATION
Titles in the “Issues in Society’ series are individual resource books which provide an overview on a specific subject
comprised of facts and opinions.

The information in this resource book is not from any single author, publication or organisation. The unique value
of the “Issues in Society’ series lies in its diversity of content and perspectives.

The content comes from a wide variety of sources and includes:

» Newspaper reports and opinion pieces » Statistics and surveys

» Website fact sheets » Government reports

» Magazine and journal articles » Literature from special interest groups
CRITICAL EVALUATION

As the information reproduced in this book is from a number of different sources, readers should always be aware
of the origin of the text and whether or not the source is likely to be expressing a particular bias or agenda.

It is hoped that, as you read about the many aspects of the issues explored in this book, you will critically evaluate
the information presented. In some cases, it is important that you decide whether you are being presented with
facts or opinions. Does the writer give a biased or an unbiased report? If an opinion is being expressed, do you
agree with the writer?

EXPLORING ISSUES

The 'Exploring issues’ section at the back of this book features a range of ready-to-use worksheets relating to
the articles and issues raised in this book. The activities and exercises in these worksheets are suitable for use by
students at middle secondary school level and beyond.

FURTHER RESEARCH

This title offers a useful starting point for those who need convenient access to information about the issues
involved. However, it is only a starting point. The "Web links’ section at the back of this book contains a list of
useful websites which you can access for more reading on the topic.

This e-book is subject to the terms and conditions of a non-exclusive and non-transferable SITE LICENCE AGREEMENT between
THE SPINNEY PRESS and: UNSW GLOBAL PTY, Sydney, e.morrison@unswglobal.unsw.edu.au



The threat of terrorism and violent extremism

GLOBAL TERRORISM INDEX

EXECUTIVE SUMMARY FROM THE LATEST ‘GLOBAL TERRORISM INDEX',
PRODUCED BY THE INSTITUTE FOR ECONOMICS AND PEACE

Index which provides a comprehensive summary

of the key global trends and patterns in terrorism
over the last 16 years, covering the period from the
beginning of 2000 to the end of 2015.

Produced by the Institute for Economics and Peace,
the GT1 is based on data from the Global Terrorism
Database which is collected and collated by the
National Consortium for the Study of Terrorism
and Responses to Terrorism (START), a Department
of Homeland Security Centre of Excellence led by
the University of Maryland. The Global Terrorism
Database is considered to be the most comprehensive
dataset on terrorist activity globally and has now
codified over 150,000 terrorist incidents.

The research presented in this report highlights a
complex and rapidly changing set of dynamics in global
terrorism. While on the one hand the top-line statis-
tics highlight an improvement in the levels of global
terrorism, the continued intensification of terrorism
in some countries is a cause for serious concern, and
highlights the fluid nature of modern terrorist activity.
The complexity of this year’s GT1is underscored by the
fact that although 76 countries improved their GTI
scores compared to 53 countries that worsened, the
overall global GT1 score deteriorated by six per cent
since last year as many moderately affected countries
experienced record levels of terrorism.

The 2016 GT1 finds there has been a change from the
pattern of the previous four years. 2015 saw the total
number of deaths decrease by ten per cent, the first
decline since 2010.

The number of countries recording a death from
terrorism also decreased by one. This decline in
terrorism deaths is mainly attributed to a weakened
Boko Haram and IS1Lin both Nigeriaand Iraq due to the
military operations against them. However, expanded
activities by both of these groups in other countries is
posing new threats in other parts of the world. Boko
Haram has expanded into Niger, Cameroon and Chad,
increasing the number of people they have killed
through terrorism in these three countries by 157 per
cent. Meanwhile ISIL and its affiliates were active in 15
new countries, bringing the total number of countries

This is the fourth edition of the Global Terrorism

they were active in to 28. This is largely why a record
number of countries recorded their highest levels of
terrorism in any year in the past 16 years.

There was a ten per cent decline from 2014 in the
number of terrorism deaths in 2015 resulting in 3,389
fewer people being killed. Iraq and Nigeria together
recorded 5,556 fewer deaths and 1,030 fewer attacks than
in 2014. However, with a global total of 29,376 deaths,
2015 was still the second deadliest year on record.

While the weakening of ISIL and Boko Haram in
their central areas of operations in Iraq and Nigeria is
positive, this change has coincided with two key negative
trends which have driven up terrorism in the rest of the

There was a ten per cent decline from 2014
in the number of terrorism deaths in 2015
resulting in 3,389 fewer people being killed
... However, with a global total of 29,376
deaths, 2015 was still the second deadliest
year on record.
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world. The first is ISIL’s shift in tactics to transnational
terrorism, not just to other parts of the Middle East
but to Europe as well. The second key negative trend is
Boko Haram’s extension into neighbouring West African
countries which has led to Cameroon and Niger rising
to 13th and 16th in the GTL

Accompanied with these two key negative trends
was an increase in the number of 1IS1L-affiliated groups
that undertook attacks. The research found that the
number of countries with greater than 25 deaths rose
to 34, an increase of seven to the highest numbers ever
recorded. At least six countries saw very significant
deteriorations in their GTI scores in 2015 leading
to large rank changes from the previous year. This
accounted for the overall deterioration in the global
GT1score of six per cent as these falls outweighed the
substantial gains in Nigeria and Iraq. These countries
include; France, Turkey, Saudi Arabia, Kuwait, Tunisia
and Burundi.

In Europe, ISIL’s transnational tactics in combina-
tion with lone actor attacks inspired by the group drove
an increase in terrorism to its highest levels ever. This
increase was seen in many OECD countries resulting
in a 650 per cent increase in deaths to 577 from 77
in 2014. ISIL’s role in this increase was significant as
more than half of the 577 deaths were in connection
to the group. The attacks by ISIL in Paris, Brussels and
in Turkey’s capital Ankara, were amongst the most

While terrorism as a form of violence has a
major psychological impact on the societies
it touches, there are other forms of
violence which are more devastating. Major
armed conflicts resulted in more deaths in
2015 as well as the wholesale destruction
of economies. The global homicide rate is
15 times the death rate from terrorism.

devastatingin the history of these countries and reflect
a disturbing return of the transnational group-based
terrorism more associated with al-Qa’ida before and
immediately after September 11.

It is important to note that while the international
community’s focus has intensified on 1SIL and its activi-
ties in Iraq and Syria, last year recorded the deadliest
year for the Taliban in Afghanistan. Both terrorist
deaths and battlefield deaths committed by the Taliban
significantly increased in 2015. Terrorism increased 29
per cent to 4,502 deaths and battlefield deaths increased
34 per cent to over 15,000.

This complex global picture was rounded out by
pockets of more positive news whereby many other
countries saw improvements in their levels of terrorist
activity. One less country recorded a terrorist attack
in 2015 than 2014, which halted the prior four-year
trend of yearly increases in the number of countries
experiencing terrorist activity. There was also progress
in countering terrorist groups through international
coalitions which led to reductions in deaths in the
Central African Republic, Somalia and Sudan. Pakistan
continued to see declines in its levels of terrorism due
toinfighting within the largest active group, the Tehrik-
i-Taliban Pakistan (TTP), as well as to the operations
of the Pakistan Army in the Federally Administered
Tribal Areas. Improvements continued to be recorded in
India which historically has had high levels of terrorist
activity. Similarly, Thailand had the lowest number
of deaths from terrorism since 2005, despite the 2015
Bangkok bombing which killed 20.

The global economic impact of terrorism in 2015
was broadly comparable to the previous year, costing
the global economy US$89.6 billion. While this is a
significant number in its own right, it is important to
note that the economic impact of terrorism is small
compared to other major forms of violence. This
amountisonly one per cent of the total global economic
impact of violence which reached $13.6 trillion in 2015
(PPP). Only in situations of intense terrorist activity
like Iraq are the costs of terrorism very significant. The
costof terrorism to the Iragi economy were equivalent
to 17 per cent of its GDP in 201s.

Statistical analysis of the drivers of terrorist activity
show there are two distinct sets of factors associated
with terrorism, depending on whether the country is
developed or developing. The first set of factors which
are closelylinked to terrorist activity are political violence
committed by the state and the presence of a conflict.
The research finds that 93 per cent of all terrorist attacks
between 1989 and 2014 occurred in countries with high
levels of state-sponsored terror, involving extra-judicial
killing, torture, and imprisonment without trial.

Similarly, over 9o per cent of all terrorist deaths
occurred in countries already engaged in some form of
conflict whether internal or international. This means
only 0.5 per cent of terrorist attacks occurred in countries
that did not suffer from conflict or political terror. This
underlines the close link between existing conflicts,
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DEATHS FROM TERRORISM, 2000-2015

2015 saw the first reduction in terrorism since 2010, although it was still the second worst year recorded for terrorism.
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grievances and political violence with terrorist activity.

When analysing the correlates of terrorism there
are different factors that are statistically significant
depending on the level of development. In the OECD
countries, socio-economic factors such as youth unem-
ployment, militarisation, levels of criminality, access to
weapons and distrustin the electoral process are the most
statistically significant factors correlating with terrorism.
This reinforces some of the well-known drivers of
radicalisation and extremism. In developing countries,
the history of conflict, levels of corruption, acceptance
of the rights of others and group based inequalities are
more significantly related to terrorist activity.

Individual terrorist acts are unpredictable but the
report highlights some common statistical patterns.
These patterns help inform the future deadliness of
terrorist organisations, the trends in their tactics and
the effectiveness of counter-terrorism operations.

The 2016 GT1report reinforces the fact terrorismis a
highly concentrated form of violence, mostly committed
in a small number of countries and by a small number of
groups. The five countries suffering the highest impact
from terrorism as measured by the GTI; Iraq, Afghan-
istan, Nigeria, Pakistan and Syria, accounted for 72 per
cent of all deaths from terrorism in 2015. Similarly, only
four groups were responsible for 74 per cent of all these
deaths; ISIL, Boko Haram, the Taliban and al-Qa’ida.

This report also includes commentary on various
aspects of terrorism. Thisincludes efforts to understand
terrorism such as Maggiolini and Varvelli from ISPl who
explore why there are hotbeds of radicalisation, and
Schori Liang from GCSP who looks at the connection
between criminal networks and terrorism. There are
also explanations of what is being done to discourage
and prevent the spread of terrorism. The Victoria Police
Counter Terrorism Command’s Specialist Intelligence
Team describe their experiences with community-driven

US troop surge
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prevention, Cunningham and Koser from GCERF outline
the role the private sector can play in preventing violent
extremism, and von Einsiedel from the United Nations
University Center for Policy Research describes the
history of the UN’s work to resolve conflicts is stemming
terrorism.

While terrorism as a form of violence has a major
psychological impact on the societies it touches, there
are other forms of violence which are more devastating.
Major armed conflicts resulted in more deaths in 2015
as well as the wholesale destruction of economies. The
global homicide rate is 15 times the death rate from
terrorism.

KEY FINDINGS
2016 GTI RESULTS

e Seventy-six countries improved their scores in the
2016 GTI while 53 countries deteriorated. However,
the overall GT1 score deteriorated by six per cent
since last year due to many countries experiencing
record levels of terrorism.

e The five countries with the highest impact from
terrorism as measured by the GTI are Iragq,
Afghanistan, Nigeria, Pakistan and Syria. These five
countries accounted for 72 per cent of all deaths
from terrorism in 2015.

e Deaths from terrorism decreased by ten per cent in
2015 to 29,376. This is the first decrease in number
of deaths recorded since 2010.

e Irag and Nigeria had the biggest decreases with
5,550 fewer deaths. This constitutes a 32 per cent
reduction in these two countries since 2014.

¢ In OECD member countries, deaths from terrorism
dramatically increased in 20715, rising by 650 per
cent when compared to 2014. Twenty-one of the 34
OECD countries experienced at least one terrorist
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attack with the majority of deaths occurring in
Turkey and France.

e 1SIL-affiliated groups undertook attacks in 28
countries in 2015, up from 13 countries in 2014.

e There were 274 known terrorist groups that carried
out an attack in 2015, of these 103 groups did not
kill anyone.

» Twenty-three countries recorded their highest
number of deaths from terrorism in 2015. This is six
more than the previous high of 17 countries in 2014.

TRENDS

Of the last 16 years, the worst year for terrorism
was 2014 with 93 countries experiencing an attack
and 32,765 people killed.

e Since 20006, 98 per cent of all deaths from terrorism
in the US have resulted from attacks carried out by
lone actors, resulting in 156 deaths.

e ISIL foreign fighters who have gone to Syria
generally have high levels of education but low
incomes, with many fighters joining in part due to a
feeling of exclusion in their home countries.

e There were 18 deaths caused by 1SIL-affiliated
attacks in the OECD in 2014. This number increased
significantly in 2015, to 313 deaths from 67 attacks.

e Half of all plots with an ISIL connection have
been conducted by people who have had no direct
contact with 1SIL.

TERRORIST GROUPS

¢ In 2015 four groups were responsible for 74 per cent
of all deaths from terrorism: 1SIL, Boko Haram, the
Taliban and al-Qa’ida.

e ISIL surpassed Boko Haram as the deadliest
terrorist group in 2015. ISIL undertook attacks in
252 different cities in 2015 and was responsible for
6,141 deaths in the year.

e Boko Haram had an 18 per cent reduction in the
number of people it killed in 2015, responsible for
5,478 deaths during the year.

e Al-Qa’ida had a 17 per cent reduction in the number
of people it killed in 2015, responsible for 1,620

deaths in the year.

e The Taliban in Afghanistan had a 29 per cent
increase in the number of people it killed in 20715,
responsible for 4,502 deaths from terrorism during
the year.

ECONOMIC IMPACT OF TERRORISM

e The global economic impact of terrorism reached
US$89.6 billion in 2015, decreasing by 15 per cent
from its 2014 level.

e Iraqis the country suffering the highest economic
impact from terrorism, reaching 17 per cent of its
GDP in 2015.

e Tourism’s contribution to GDP is twice as large in
countries with no terrorist attacks compared to
countries with attacks.

e The economic resources devoted to peacekeeping
and peacebuilding represent two per cent of the
economic impact of armed conflict and terrorism.

CORRELATES AND DRIVERS OF TERRORISM

e Ninety-three per cent of all terrorist attacks
between 1989 and 2014 occurred in countries with
high levels of state-sponsored terror - extra-judicial
deaths, torture and imprisonment without trial.

e Over 9o per cent of all terrorism attacks occurred
in countries engaged in violent conflicts.

e Only o.5 per cent of terrorist attacks occurred
in countries that did not suffer from conflict or
political terror.

e Terrorism is more likely to occur in OECD member
countries with poorer performance on socio-
economic factors such as opportunities for youth,
belief in the electoral system, levels of criminality
and access to weapons.

* Inboth OECD and non-OECD countries terrorism
is statistically related to the acceptance of the
rights of others, good relations with neighbours,
likelihood of violent demonstrations and political
terror.

¢ Individual terrorist acts are unpredictable but
follow common statistical patterns. This aids
in understanding similarities between terrorist

organisations, their tactics and the effectiveness of
counter-terrorism operations.

Institute for Economics and Peace (2016). Global
Terrorism Index 2016, pp. 2-5. Retrieved from
http://economicsandpeace.org on 16 November 2016.
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TERRORIST THREAT WORLDWIDE
DEPARTMENT OF FOREIGN AFFAIRS AND TRADE TRAVEL BULLETIN

This bulletin is reissued quarterly and does not suggest
an increased threat level. It contains new information
on attacks in Turkey, Bangladesh, France and Malaysia.
The period around the holy month of Ramadan (June/July
2016) has seen a spike in attacks. The influence of ISIL in
South-East Asia continues to grow. Attacks in Nice, Dhaka
and other locations indicate a trend toward relatively
unsophisticated, yet deadly, attacks against soft targets.
Always subscribe to the travel advice for your destination.
Conditions can change suddenly. We recommend you:

e Subscribe to updates

 Register your travel plans

¢ Get the right travel insurance
 Follow us on Facebook and Twitter.

his bulletin should be read in conjunction with

country advisories, which provide details on any

specific and credible terrorism threats at your
destination. Travel advice explained also outlines ways
to manage risk for our country levels.

Nature of the terrorist threat

Terrorism is violence aimed at achieving political or
ideological objectives. Attacks can be centrally directed
from a structured organisation or network or by
individuals acting without any direct external control
(the so called ‘lone wolf’).

There is a continuing and long-standing threat of
terrorist attack across the world. Since 2000, there
has been a nine-fold increase in the number of deaths
from terrorism, rising to 32,685 in 2014 (sourced from
Institute for Economics and Peace). The countries
with the most number of attacks include Iraq, Nigeria,
Afghanistan, Pakistan and Syria.

While locals of foreign countries are often the
ones most impacted, numerous terrorist groups have
demonstrated the intent and capability to attack
Western interests.

The terrorist threat to Australians overseas has
become more diffuse in recent years as new groups have
emerged, individuals have become self-radicalised, and
existing groups such as central Al-Qaeda (AQ) remain
a threat. At the same time, terrorist safe havens have
emerged in Mali, Libya, Nigeria, Somalia, Syria/lraq
and Yemen. This affords a wider range of groups the
opportunity to plan more sophisticated attacks.

Recent events in France, Bangladesh, Turkey, United
States, and Australia highlight the risks posed by individ-
uals motivated by the current situation in Syria and Iraq.

Australia and Australians are viewed by the Islamic
State in Iraq and the Levant (ISIL) and other terrorist
groups as a target for terrorist attacks. This threat
extends worldwide. Even in cases where attacks may
not specifically target Australian interests, Australians

can, and have been, harmed in indiscriminate attacks
or attacks aimed at others.

Social media and online platforms are a primary
vehicle to support and encourage attacks in western
countries and against western interests elsewhere.

These calls are intended to motivate sympathisers
to attack Western interests, often in unsophisticated
but lethal ways. The attack in Nice in July 2016
highlights the capacity of terrorists to conduct such
attacks against soft targets in Western countries with
no warning. Attacks in San Bernadino and Orlando in
the United States also highlight how individuals can
radicalise quickly, under the radar of local authorities.

As seen from the spike of attacks in June and July
20106, the period surrounding Ramadan presents
additional risks.

Foreign fighters

Alarge number of foreigners are currently fighting in
Syria and Iraqg. Information on the action taken by the
Australian Government under the Criminal Code Act
1995 against Australian fighters and on the declared
area in Syria is at the National Security website.

Types of attacks

Modes of attack by terrorists may include one or a com-

bination of the following:

¢ Kidnappings: hostage taking is a long-established
terrorist tactic. Significant ransom payments are
typically demanded for the kidnapping victim’s
release, though most recently a number of hostages
taken in Syria have been executed for ideological
propaganda purposes, as described in the
Kidnapping page.

e Armed attackers: the use of weapons such as
firearms or bladed weapons often against symbolic
targets such as members of the security forces, or
against unarmed civilians. Such attacks have been
carried out in London, Belgium, Ottawa, Dhaka
and Paris in recent years, including in November
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2015 when attacks in Paris principally involving
firearms resulted in at least 129 deaths.

Vehicle attacks: In recent years, there have been
several attacks using vehicles to run down civilians
in crowded places or target military or police
personnel. Such attacks have been carried out in
France, Canada and the UK.

Bombings: including the use of large and small-
scale improvised explosive devices against
buildings, events or public places. Improvised
explosive devices were used in Boston in 2013,
Bangkok in 2015 and Brussels and Lahore in 2016.
Suicide operations: where attackers detonate
explosives or launch direct attacks in the
expectation of death. Since 2001, mass casualty
suicide attacks have occurred in the US, Bali,
Jakarta, London, Madrid, Paris, Ankara, Istanbul
and Brussels.

Hijackings: where civilian/commercial aircraft
and other transport infrastructure are seized and
hostages taken. This can include aircraft being used
as weapons, such as the 2001 attacks in the US.
Other attacks on commercial aircraft and
transport: including attacks using explosives
smuggled on board aircraft, portable anti-aircraft
weapons (MANPAD:s), and using explosives-laden
vessels against shipping, trains, aircraft or other
forms of transport. Terrorists have demonstrated
a continuing capacity to evolve their tactics and
attack methods to seek to defeat changes in
aviation security. Attempts were made to destroy
aircraft using explosives in 2001, 20006, 20009,

2010, 2015 and 20106. An explosive device placed

on a flight between Sharm el Sheihk in Egypt to St
Petersburg killed 224 people in October 2015.
Unconventional attacks: including the potential
use of chemical, biological, radiological and nuclear
materials to cause harm. Some terrorist groups
have advocated the use of unconventional weapons
though this kind of attack, though developing this

capability remains difficult. An attack using sarin
took place in a Tokyo subway in 1995, and the

UN has confirmed that sarin and other chemical
weapons have been used in the Syria conflict since
2013. Militants may have used crude chemical
weapons in Iraq.

Common targets for terrorist attacks
Terrorists may target:

Local government interests: including symbols,
offices and infrastructure associated with national
or local governments, public transport, military and
security forces bases

Identifiably Western interests: including embassies,
airlines, foreign oil and gas infrastructure, premises
of multinational companies (including employee
residential compounds) and international schools
Places of mass gathering: including public
buildings and infrastructure such as shopping
malls, hotels, markets, public transport terminals,
airports, tourist sites and public areas

Gatherings of Westerners: including hotels,
restaurants, nightclubs and other entertainment
infrastructure catering to foreign clientele

Places of worship: including mosques, churches,
temples and synagogues of all faiths, as well as
religious ceremonies and processions.

Travellers should be aware that significant dates, ann-

iversaries, religious festivals and political events (such
as elections) are considered symbolic by terrorists and
have been used in the past to mount attacks. Terrorists
have also conducted attacks in response to broader inter-
national political or social developments, such as the
release of films and cartoons considered to be offensive.

Mitigation
To reduce your exposure you should:

Research your proposed destination before you
book, such as by regularly checking the country
travel advice and subscribing to the advice

Ensure your itinerary does not include any areas
where the travel advisory advises against travel; this
may also include border areas or other locations
within an otherwise low-risk country:

Consider if you need to be travelling to areas
assessed as ‘Reconsider your need to travel or if
you persist, take additional precautions

Be aware that if the travel advice level changes after
you have booked, but before you have departed,
you may be able to make a claim on your travel
insurance policy

Be prepared to postpone or cancel activities for
safety reasons

Monitor the news in the country and region you
plan to visit to identify any issues that might affect
your safety, including knowing about symbolic days
or political events to avoid

Be vigilant in public areas and places that attract
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foreigners and Westerners, such as embassies,
hotels, restaurants, bars, nightclubs and identifiably
Western interests:

- Avoid areas with poor security

- ldentify emergency exits and have an action plan in
the event of a security threat

- Have a telephone and emergency contact
information with you at all times

¢ In high threat locations consider obtaining profes-
sional security advice and ensure that you adhere to
strict security procedures, which may include:

- Avoiding routines that make you an easy target -
vary the time and route of your regular journeys

- Considering ways of minimising your profile

- Undertaking formal risk assessments.

Attacks harming Australians

Since 2001, over 100 Australians have been killed in

terrorist attacks in public places. These attacks include:

e The attack in Tunis on the Bardo National Museum
on 18 March 2015

¢ The attack in Nairobi on Westgate Mall in 2013

e The attacks in Jakarta on the Marriott and Ritz
Carlton Hotels in 2009

e The attacks in Mumbai on the Taj and Trident
Hotels in 2008

¢ Bali bombings of 2005

¢ The Jakarta Marriott bombing of 2003

e The Bali nightclub bombings of 2002

¢ TheWorld Trade Center attacks in New York in 2001.

Over the past decade, Australians have also been
kidnapped and held hostage by terrorists in Somalia,
Syria, the southern Philippines and Burkina Faso.
Substantial ransoms have been demanded for their
release. The Australian Government’s longstanding
policy is that it does not make payments or concessions
to kidnappers. The Australian Government considers
that paying a ransom increases the risk of further
kidnappings, including of other Australians.

Regional terrorism threat

Terrorist attacks can happen anywhere in the world.
The following information focuses on countries and
risks most relevant to Australian travellers.

South-East Asia

¢ Indonesia: The 14 January 2016 attack in central
Jakarta demonstrates that terrorists retain the
intent to carry out deadly attacks. In the past,
terrorists have launched a number of attacks
against Indonesian security forces and locations
frequented by foreigners such as nightclubs,
restaurants, hotels and embassies. Major attacks
have been carried out in Bali and Jakarta, killing
a large number of foreigners, including many
Australians. In recent years authorities have
disrupted terrorist cells in Bali, Jakarta and
elsewhere in Java, West Nusa Tenggara, Sumatra

and South Sulawesi. We continue to receive
information that indicates that terrorists may be
planning attacks in Indonesia, which could take
place anywhere at any time.

Philippines/Malaysia: Since 2015, authorities have
made a number of arrests of persons involved in
attack planning in Malaysia. An ISIL-claimed attack
on the outskirts of Kuala Lumpur in June 2016
caused a number of injuries. Southern Philippines-
based terrorist groups have the capability to launch
attacks and kidnappings throughout the Philippines
and in neighbouring parts of Malaysia. Since 2014,
anumber of foreign nationals have been kidnapped
from these coastal locations, and some have

been beheaded. The kidnapping risk in this area

is highest in central and western Mindanao, the
Zamboanga peninsula, the Sulu Sea and between
Sandakan and Tawau in eastern Sabah (Malaysia).
Thailand: Abomb attack at the Erawan shrine central
Bangkokkilled 20 people and injured over 120 in August
2015. There is also a long-standing terrorist threat
centred in the southern provinces closest to Malaysia.
Attacks by separatists have claimed the lives of more
than 6,000 people in the past decade. For this reason
we recommend against all travel to the provinces of
Yala, Pattani, Narathiwat and Songkhla, or overland by
train or road to and from the Malaysian border through
these provinces, due to high levels of ongoingviolence.

South and West Asia

Attacks by terrorist groups across Afghanistan and
Pakistan remain aregular occurrence, targeting both
local government and Western interests. An attack
in Lahore in March 2016 killed 70 people and injured
hundreds more. Australians remain at high threat
of kidnapping in all parts of Afghanistan and the
parts of Pakistan closest to Afghanistan, including
Khyber-Pakhtunkhwa, Balochistan and the Federally
Administered Tribal Areas. Anumber of major attacks
have been launched in recent years against hotels
in Pakistan and Afghanistan that cater to Western
visitors. Security arrangements for Australian
Embassy staff in Kabul are at a high level at all times.
Although less frequent, terrorist groups active in
India have previously demonstrated the intent
and capability to attack locations such as hotels,
restaurants and public markets in major Indian cities
where Westerners congregate. Australians were killed
in a major coordinated attack in Mumbai in 2008.
Since September 2015, a number of foreigners

have been murdered and injured in Bangladesh

in attacks that have been claimed by terrorists in
Syria. For example, 18 foreigners were killed in

an attack in Dhaka in July 2010. In this period,

a number of other attacks have targeted the
security forces and local civilians. There is reliable
information to suggest that militants may be
planning to target Australian and Western interests
in Bangladesh.
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Middle East and North Africa

The ongoing civil war in Syria and emergence

of terrorist safe havens has led to a profound
destabilisation in the region, such as recent attacks
in the border areas of Jordan. 1SIL continues

to hold territory in northern Syria and Iragq,
prompting military action by a number of Western
and regional governments including Australia. This
has increased the likelihood of reprisal attacks by
ISIL supporters across the world. Australians in
Syria and Iraq, including Iraqi Kurdistan, remain at
significant risk of terrorist attack and kidnapping.
Westerners kidnapped in Syria have been executed
for propaganda purposes. Australian businesses and
NGOs should have robust security arrangements.

A number of terrorist attacks have occurred in major
cities in Turkey since October 2015. This includes
three large suicide bombings in Ankara that killed
a total of 175 people and two suicide bombings in a
touristareasin Istanbul which killed 18 foreigners. An
attack at Istanbul’s Attaturk airport killed 45 people
and injured more than 200 in June 2016. We continue
to receive information that indicates that terrorists
may be planning attacks in Turkey which could take
place at any time.

The fragile security environment across Lebanon has
deteriorated significantly as a result of the conflict
in Syria. The spill over of violence has exacerbated
tensions between Sunni and Shia groups including
Hezbollah, and major attacks have occurred in Beirut,
the Beka’a Valley and areas near Syria. Travellers to
Lebanon should monitor the travel advice closely as
the level of advice changes frequently.

Since November 2015, attacks on hotels in Bamako,
Mali, Ouagadougou, Burkina Faso, and ataresort near
Abidjan, Cote d’lvoire, killed more than 71 people,
including a number of foreigners. Australian officials
visiting these countries have adopted enhanced
security procedures.

In recent years, the security environment across
North Africa and the Sahel region has deteriorated
due to the activities of terrorist groups such as
Al-Qaeda in the Islamic Maghreb (AQIM) in Mali
and neighbouring countries, the ongoing conflict in
Libya and the situation in Iraq and Syria. AQIM has
kidnapped a number of westerners from locations
across the region and continues to threaten to
attack western interests. Military intervention in
Mali in 2012 by France and other countries against
an AQIM safe haven has dispersed militants across
the broader region, where they now pose a threat

in Mali, Niger, Burkina Faso and Cote d’lvoire, and
remote areas in the south of Algeria, Tunisia and
Libya. Ongoing civil conflict in Libya and emerging
ungoverned spaces has led to a number of attacks
on Western interests and a string of kidnappings of
westerners by groups associated with AQ and ISIL.
Two terrorist attacks against locations frequented
by foreigners in Tunisia in 2015 killed 60 people,

mainly foreign tourists. We continue to receive
information that indicates that terrorists may be
planning attacks in Tunisia which could take place
at any time. Further terrorist attacks are likely,
including in tourist areas.

There is a continuing threat of attack in Yemen
and elsewhere in the Arabian Peninsula from the
activities of Al Qaeda in the Arabian Peninsula
(AQAP). The group has carried out a number of
major attacks in Yemen, including on Western
interests, and has been involved in numerous
kidnappings of Westerners. The tempo of attacks in
Saudi Arabia continues to be high.

East and West Africa

The ongoing military operations in Somalia
against the Al-Shabaab terrorist organisation has
destabilised the security environment in the wider
region. Somalia-based terrorists have threatened to
attack the interests of East African Governments
supporting the African Union Mission in Somalia.
These governments include Burundi, Ethiopia,
Kenya, Djibouti and Uganda. Major terrorist
attacks linked to the situation in Somalia have
occurred in Kampala (2010), Nairobi (2013),
Djibouti (2014) and Garissa (2015). Al-Shabaab was
responsible for an explosion on board an airliner
departing Mogadishu airport in February 2016.
Terrorist attacks have been disrupted in Ethiopia.
The situation in Somalia has caused a decline in
the security environment along the coast of Kenya
and for mariners in the Horn of Africa and Indian
Ocean. See our Piracy bulletin for details.

In recent years the Boko Haram (BH) terrorist
organisation has carried out a number of major
attacks in the north of Nigeria as well as in Abuja,
including on the UN building in 2010. Thousands
of people have been killed. BH has kidnapped
foreign nationals in Nigeria, as well as neighbouring
countries, and has demanded significant ransoms
for their release. BH has links to AQIM and AQ, and
recently pledged allegiance to ISIL.

Europe

e We currently assess that a heightened risk of

terrorist attack exists in a number of European
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Listed terrorist organisations

that plan, finance and carry out such acts. In 2002, a range of terrorist organisation offences were inserted into

F or an effective counter-terrorism regime, it is vital that our laws target not only terrorist acts, but also the organisations

the Criminal Code Act 1995. Under the law, there are two ways for an organisation to be identified as a terrorist
organisation. The prosecution can prove beyond reasonable doubt that an organisation is a terrorist organisation as part
of the prosecution for a terrorist offence. Alternatively, the organisation may be specified in Regulations as a terrorist
organisation. This process, known as ‘listing’, requires certain processes set out in the legislation to be followed. Currently,
20 organisations are listed as terrorist organisations under the Criminal Code. They are:

» Abu Sayyaf Group » Hamas' Izz al-Din al-Qassam Brigades > Jemaah Islamiyah

» Al-Murabitun > Hizballah's External Security > Kurdistan Workers' Party

> Al-Qa‘ida Organisation » Lashkar-e Jhangvi

» Al-Qa‘ida in the Arabian Peninsula > Islamic Movement of Uzbekistan » Lashkar-e-Tayyiba

> Al-Qa'ida in the Islamic Maghreb > Islamic State » Palestinian Islamic Jihad

> Al-Shabaab > Jabhat al-Nusra Australian National Security.
> Ansar al-Islam > Jaish-e-Mohammed Listed terrorist organisations. Retrieved from
> Boko Haram » Jamiat ul-Ansar www.nationalsecurity.gov.au on 22 February 2016.

countries due to the conflict in Syria and Iraq. In the
past decade, major terrorist attacks have occurred
in a number of European cities, such as Glasgow,
London, Madrid, Moscow, Oslo, Volgograd, Paris,
Brussels and Nice. Targets have included public
transport and transport hubs as well as public places
frequented by foreigners. European security services
are taking robust measures in response to the
current threat. An attack in July 2016 in Germany,
involving a radicalised person attacking train
commuters with an axe, underscores the ongoing
risk of attacks by individuals and small groups.

Rest of the world

e Groups such as FARC and Shining Path have
operated in Colombia and Peru for decades. The
recent ceasefire negotiations between FARC and
the Colombian Government may lead to a decrease
in tensions, but attacks will still occur. Terrorist
attacks occur regularly in Colombia, and we
encourage travellers to read the travel advice for
Colombia to understand the risks of travel.

Credible terrorist threats are

reflected in the travel advice

If the Australian Government has any specific and
credible information on terrorist attack planning, this
will appear in the relevant country-specific advisory at
smartraveller.gov.au. We encourage Australians who
are planning to travel overseas to subscribe to this free
service before travelling, so that you stay informed on
the latest risks. Terrorist attacks may occur without
warning and in areas where the risk of terrorist attack
has not been previously highlighted.

Where to get additional information

Travellers can get additional information on the threat

of international terrorism from:

¢ The Australian Government’s National Security
website

¢ Reports produced by private analysts, think
tanks and non-government organisations on
security issues, such as the Lowy Institute and the
Australian Strategic Policy Institute

¢ Information on the terrorism threat published
by the governments of the countries they intend
to visit, such as the UK’s Terrorism and National
Emergencies website and the US Homeland
Security website

e The US State Department annual terrorism report
for details of trends in terrorist attacks.

For business travellers

The Advice for Australian Business Travellers page
provides tips on risks for Australian employers and
individual business travellers to consider as part of
their routine risk assessment process for short-term
overseas travel for meetings and conferences, longer-
term deployments overseas and travel to high-threat
remote locations.

The ASIO Business Liaison Unit provides credible,
intelligence-backed information on matters which
may affect the security of Australian businesses in
offshore locations.

For all travellers

Be a smart traveller. Before heading overseas:

¢ Organise comprehensive travel insurance and
check what circumstances and activities are not
covered by your policy

e Register your travel and contact details, so we can
contact you in an emergency

¢ Subscribe to this travel advice to receive free email
updates each time it’s reissued

¢ Follow us on Facebook and Twitter.

Department of Foreign Affairs and Trade (2016).
Terrorist Threat Worldwide. Retrieved from
www.smartraveller.gov.au on 24 November 2016.
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National Terrorism Threat Advisory System

Australia’s current National Terrorism Threat Level is ‘probable’, according

to this fact sheet advice from the Australian Government

he National Terrorism Threat

Advisory System is a scale of

five levels to provide advice
about the likelihood of an act of
terrorism occurring in Australia:

When the threat level changes,
the Australian Government prov-
ides advice on what the threat level
means, where the threat is coming
from, potential targets and how a
terrorist act may be carried out.

The National Terrorism Threat
Level is regularly reviewed in line
with the security environment and
intelligence.

It is important to be aware of the
current threatlevel and toreportany
suspiciousincidents to the National
Security Hotline on 1800 1234 00.

Public advice

The National Terrorism Threat Level
for Australiais PROBABLE. Credible
intelligence, assessed by our security
agencies indicates that individuals

or groups have developed both the
intent and capability to conduct a
terrorist attack in Australia. The
public should continue to exercise
caution and report any suspicious
incidents to the National Security
Hotline by calling 1800 1234 0o0.
Life-threatening situations should
be reported to the police by calling
Triple Zero (000).

We must maintain vigilance in
the face of an escalating global
terrorist threat that continues to
affect Australia. This multifac-
eted threat was the reason the
Commonwealth Government took
the unprecedented step of raising
the national terrorism threat level
in September 2014. The factors that
underpinned that decision persist,
and some have worsened. Those
who wish to do us harm, some
located here and some overseas,
continue to view Australia as a
legitimate target.

Where does the threat

come from?

A small number of people in
Australia adhere to an interpreta-
tion of Islam that is selective, violent
and extreme. They are influenced by
extreme messaging from terrorist
groups such as the Islamic State of
Iraq and the Levant (I1SIL) who are
active online spreading their violent
ideology and channelling persua-
sive propaganda to susceptible,
vulnerable and easily influenced
individuals.

The radicalisation and recruit-
ment of Australians is increasing.
Violent extremists are reaching out
to those willing to listen and enc-
ouraging them either to join ISIL
or conduct attacks in its name. In
some cases specific directions have
been provided to conduct acts of
terrorism here. Others, including
those that are not in direct contact
with violent extremists overseas,
may be influenced by propaganda
to undertake acts of terrorism in

Australia. Those radicalised to
violent extremism may display
behavioural changes, develop new
social networks and associations,
withdraw from previous ones and
promote an extremist ideology.

Recent large, coordinated terror-
ist attacks are concerning and the
small number of Australia-based
ISIL sympathisers and supporters
might be emboldened by the
perceived success of their overseas
counterparts. Additionally, ISIL
will glorify recent attacks, such as
those in France and Mali and the
attack on Metrojet Flight 9268, in
propaganda to motivate and inspire
their Western-based sympathisers
and supporters. Elements of some
of these recent attacks, such as the
use of firearms and explosives as
weapons, the capturing of hostages,
and the focus on ‘soft’ targets,
could be employed in an attack in
Australia.

What are the likely targets?
Symbols of government and authori-
ties perceived as terroristadversaries,
such as the military, police and
security agencies, are often targeted
by terrorists. However, indiscrimi-
nate attacks are increasing, and
the risk to the general public in
Australia remains.

Overseas extremists have enc-
ouraged local sympathisers and
supporters to attack the public
anywhere - attacks and plots in
Europe and Africa in late 2015
targeting the public underscore
this threat. Attacks of this nature
are designed to cause injury or
death and are aimed at disrupting
our lives and damaging the nation
by causing fear. This is why it is
important for the public to maintain
a level of awareness and to report
any suspicious activityimmediately
to authorities.

How would an attack occur?
The most likely form for a terrorist
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NATIONAL TERRORISM THREAT LEVELS

Certain

A terrorist attack will soon occur/is underway.

Expected

Credible, specific intelligence indicates a current intention, capability and plan to attack.

A terrorist attack is expected.
Probable

Credible intelligence indicates a subject is the target of terrorists with an intention and

capability to conduct an attack. A terrorist attack is probable and may occur.

Possible

Credible intelligence indicates that while a subject is a possible target of terrorists, there is

limited intent or capability to conduct an attack. A terrorist attack is possible.

Not expected

There is no indication of any terrorist threat. A terrorist attack is not expected.

CERTAIN

POSSIBLE

NOT EXPECTED

Cam )
&=
&
&=
=)

Source: Department of the Prime Minister and Cabinet, Review of Australia’s Counter-Terrorism Machinery.

attack in Australia would be an
attack by an individual or a small
group of like-minded individuals.
However, alarger, more coordinated
attack cannot be ruled out. Threats
can develop quickly, moving to an
actofviolence with little preparation
or planning.

It is highly likely that a terrorist
attack in Australia would use wea-
pons and tactics that are low-cost
andrelatively simple, includingbasic
weapons, explosivesand/or firearms.
These are commonly used in terr-
oristattacksoverseasand featured in
the September 2014 attack on police
officersin Melbourne, the December
2014 Martin Place siege in Sydney
and the fatal shooting outside New
South Wales Police headquarters in
Parramatta in October 2015.

* Basic weapons are readily
available, everyday objects
that do not require specialist
skills. Terrorists have used
basic weapons such as knives,
machetes and even cars to
conduct lethal attacks.

* Explosives remain a favoured
terrorist weapon globally.
Homemade explosives can be
manufactured from readily
available materials. Improvised
explosive devices do not need to
be large to be effective and can
be easily concealed.

e Firearms can be sourced through
legal and illicit channels.

Our response

Federal, state and territory gov-
ernments continue to focus on
strengthening preventative efforts
in partnership with industry and
building Australia’s social cohesion,
together with the community.

e Governments are working closely
with communities to prevent
terrorism, combat terrorist
propaganda online and promote
early intervention programmes.

e Federal, state and territory
authorities have well-tested
cooperative arrangements
in place and have adopted
appropriate security measures.

e Police and security agencies
liaise closely with critical
infrastructure owners and
operators.

In the current environment, Aus-
tralians should go about their daily
business asusual but should exercise
caution and be aware of events
immediately around them.

If you see, hear or become aware
of something suspicious or unusual,
call the National Security Hotline on
18001234 00. Every callisimportant
and could prevent a terrorist attack
in Australia.

Local advice

See the following websites for
information specific to your state/
territory:

e Australian Capital Territory
- ACT Policing, www.police.
act.gov.au/crime-and-safety/
national-security

¢ New South Wales - SecureNSW,
https://direct.secure.nsw.gov.au

e Northern Territory - Northern
Territory Government, https://
nt.gov.au

¢ Queensland - Safeguarding
Queensland, www.safeguarding.
gld.gov.au

* South Australia - South Australia
Police, www.police.sa.gov.au

e Tasmania - TasALERT,
www.alert.tas.gov.au

¢ Victoria - Victoria Police,
www.police.vic.gov.au

e Western Australia ~-Western
Australia Police, www.police.
wa.gov.au

SeetheFrequentlyAsked Questions
page for answers to some general
questions about national security.

© Commonwealth of Australia 2015.

Australian National Security.

National Terrorism Threat Advisory System.
Retrieved from www.nationalsecurity.gov.au
on 17 February 2016.
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SECURITY AND YOUR COMMUNITY:
FREQUENTLY ASKED QUESTIONS

FAQs on the terrorism threat from the Australian National Security website

Is a terrorist attack likely in Australia?
es, we assess that a terrorist attack in Australia
is PROBABLE. We know about a small number
of individuals in Australia and abroad, who
want to cause us harm. We know that some will or are
being seduced by the extremist propaganda of ISIL.
Unfortunately we fear some individuals will probably
seek to undertake acts of terror here.

What does the threat level mean for me?
Unless government authorities tell you otherwise,
there is no need to change how you go about your daily
business. But it is a reminder of the environment we are
now in and the threat we face. It is important to keep
yourselfaware of the advice on the currentlevel of threat
and keep up to date with advice from local authorities.
You should continue to exercise caution and report
any suspiciousincidents to the National Security Hotline
on 1800 1234 00 or in an emergency, call ooo.

Is the threat level ever likely to go down?
The National Terrorism Threat Level is set from intel-
ligence. If the level of threat is assessed as being lower,
the Government will announce the change.

However, this is unlikely to happen anytime soon.
Unfortunately we are now living in a heightened threat
environment that is expected to last for some time.

What should we do if the threat level is raised again?
It’simportant to remember that every situation is going
to be unique.

If the level changes you will be provided with advice
what the threatlevel means, where the threat is coming
from, potential targets and the means by which a
terrorist act may be perpetrated.

What is being done to protect Australia

from terrorism?

Ensuring a safe and secure Australia is the first priority
for all Australian governments.

Arange of measures have been put in place to reduce
the threat of terrorism in Australia but a significant
threat remains.

Our security and law enforcement agencies are
engaged in disruption efforts to prevent or mitigate
against attacks but we have to be prepared for the fact
that we might not detect all threats in time.

The Australian Government, law enforcement and
intelligence agencies, together with our international
partners are actively working to counter-terrorism
domestically and internationally.

Australia’s current counter-terrorism capabilities are

sophisticated and well tested.

The government hasrecently introduced new national
security legislation.

Australia has a National Counter-Terrorism Plan
in place. It details how Australian, state and territory
governments and national security agencies will work
together to detect, prevent and respond to terrorism.

Australia’s Counter-Terrorism Strategy outlines the
current terrorist threat that Australia is facing, and what
our governments are doing to counter it. It focusses on
five core elements: challenging violent extremist ideolo-
gies, stopping people from becoming terrorists, shaping
the global environment to counter terrorism, disrupting
terrorist activity within Australia and having effective
responses and recovery should an attack occur.

A full list of national security agencies and their
responsibilities is available at www.nationalsecurity.
gov.au/WhatAustraliaisdoing/Pages/NationalSecurity
Agencies.aspx

How will I be kept informed about
Australia’s national security?
The Australian Government will keep all Australians
informed about what is being done to protect Australia
through public statements and this website. In an emer-
gency situation, follow the instructions of authorities.
Any change to the National Terrorism Threat Level
will be announced by the Australian Government based
on advice from the Director-General of ASIO, with
advice to the public about what it means for them.
Information on the current level, including public
advice on the nature of the threat and what it means
for all Australiansis available on the National Terrorism
Threat Advisory System page on the website.

Should I stay away from sporting and music

events or change my domestic holiday plans?

There is no reason for any of us to stay away from public

places or change our normal routines or domestic holiday

plans. Australian governments work closely with police

and event organisers across Australia so the community

can enjoy themselves in a safe and secure environment.
It is essential that we do not allow the threat of

terrorism to change the way of life we value so highly.

Is it safe to travel overseas? Are other countries
experiencing an increased threat?

The situation in Syria and Iraq has increased global con-
cernabout terrorism, but this should not stop people from
travelling for work or holidays where it is safe to do so.
For the latest international travel advice and to register
your travel plans, go to the smartraveller.gov.au website.
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What is going to happen at airports?

Is it safe to fly on a plane?

The current threat level means that you may continue
to see increased security at airports and other trans-
port hubs. Travellers should be mindful of this when
making plans.

Am | going to see more physical security in my

day to day life?

The current threat level means that in some places you
might continue see a heightened level of security. These
measures are designed to protect the public.

I have a small business. Where can | get

more information?

More information about security and your business
is available from the Information for business page
which is available at www.nationalsecurity.gov.au/
Informationforbusiness/Pages/default.aspx

What can we do as a community?

This is an opportunity for us to live safe together as
a community. All Australians have a role to play in
making sure that Australia continues to be a safe place
to live and visit. Visit the Living Safe Together website
(www.livingsafetogether.gov.au) for more information
about communities.

What if | know or see something and |
want to tell authorities about it?
The Australian community is the most important part-
ner for governments in countering terrorism.
Members of the public can assist authorities to keep
Australia safe by reporting suspicious behaviour or
activity to the National Security Hotline on 1800 123 400.
You can remain anonymous.
In an emergency you should call ooo.

I work in the industry sector, is there anything

I should do?

The Australian Government has published the National
Guidelines for the Protection of Critical Infrastructure from
Terrorism, including a guide of security measures to
consider in relation to changes in the security situation,
which should be used as a basis for your security plans.

If your organisation has been identified as critical
infrastructure or a place of mass gathering in your state
or territory, you should ensure that your security plans
areup todateand that the counter-terrorism unit within
your police service has your current contact details
(including for after hours).

Organisations in the aviation, maritime and offshore
oil and gas sectors regulated by the Australian Govern-
ment Department of Infrastructure and Regional
Development will be provided with additional advice.

How likely is a chemical, biological or
radiological attack by terrorists?
The current advice from official intelligence services

is that the likelihood of this kind of terrorist attack in
Australia is low.

Health authorities and emergency services have
detailed plans in place to deal with such a situation and
treat those affected.

In a chemical, biological or radiological incident, the
most important thing to remember is to minimise your
exposure, then watch your television or listen to your
radio and wait for emergency services to tell you what
todo. Stockpiles of antibiotics, vaccines, anti-viral drugs
and chemical antidotes are in place.

The Australian Government Department of Health
has health advice and more information about Aust-
ralia’s preparations for health emergencies.

What can I do to protect myself and others at work?
Make sure you are familiar with the emergency and
evacuation plans for your workplace. If you are unsure,
ask your supervisor.

Attend an accredited first aid course.

If you run a business or manage a large building,
review your security measures. You should also review
your emergency and evacuation plans. Rehearse them,
update if necessary, and make sure every member of
your staff knows what to do.

Keep a careful check on garages and underground
car parks so that you know whose vehicles are on
your premises.

If you have security cameras, make sure they are
working properly, check that the time and date are
correct, and retain the recordings in case they might be
of use to police in the future.

The National Guidelines for the Protection of Places
of Mass Gatherings from Terrorism and Active Shooter
Guidelines for Places of Mass Gathering are useful
resources for owners and operators of places of mass
gathering.

What if my children become concerned
or anxious about terrorism?
Talk with your children about what is happening and
what is being done to protect them. Encourage them to
say how they feel.

Be honest about things being discussed in the media
and in your community.

If anyone in your family becomes anxious to a point
where it starts interfering with daily life, consult a
health professional.

How many reports have been made to

the National Security Hotline?

The National Security Hotline hasreceived over 200,000
reports since it was established in December 2002. For
monthly report numbers since July 2014, see the National
Security Hotline statistics page on the website.

© Commonwealth of Australia 2015.

Australian National Security. Frequently asked questions.
Retrieved from www.nationalsecurity.gov.au on 22 February 2016.
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Australians have little to fear from
terrorism at home - here’s why

Many Australians are fearful of a terrorist attack on home soil, however
the reality is less alarming, writes Greg Austin

ccording toan ANUpoll, more
Athan half of the country’s

adultsare concerned Australia
will be atarget for terrorism at home
and strongly believe the government
needs to introduce greater preven-
tive measures to combat it. But the
reality is less alarming.

More Australians have died at
the hands of police (lawfully or
unlawfully) in ten years (50 at least
from2006t02015) or from domestic
violence in just two years (more
than 318in 2014 and 2015) than from
terrorist attacks in Australia in the
last 20 years.

Although Australia’s terrorism
threat level is set at probable, the
likelihood of an individual being
killed or wounded from a terrorist
attack in this country is extremely
low. Terrorist attacks in Australia
have claimed the lives of only three
victims in the last two decades.

Australian fears are necessarily
shaped by memories of the 2002

Bali terrorist attacks in which 202
people, many of them Australian,
were killed. Since Bali, terrorist
attacks overseas have claimed the
lives of more than 110 Australians.

Even taking the overseas deaths
into account, Australians can afford
to feel more secure at home. Police
say they were able to successfully
foil 11 terrorist plots and four terror
attacksagainst the Australian public
in the last two years. Australian
security services, supported by the
public and community groups, have
been very successful in monitoring
the threats. According to the govern-
ment’s 2015 review, the number of
people in the country who have
been prepared to commit terrorist
acts here remains low.

The review found there had
only been two terrorist attacks on
Australian soil since 2001. NSW
police accountant Curtis Cheng was
killed by a teenager allegedly vowing
allegiance to Islamic State in 2015.

Terrorist attacks in Australia have claimed the lives of
only three victims in the last two decades.

Mother-of-three Katrina Dawson
and Lindt cafe manager Tori Johnson
were killed in the Martin Place siege
in December 2014.

The most serious terrorist plot
in Australian history dates back
to 2005, more than a decade ago,
referred to most commonly as
Operation Pendennis, the name of
the joint police and ASIO operation
that prevented any attacks.

According to an academic study,
22 men were charged with terrorism
offences for planning or helping
co-ordinate attacks in Melbourne
and Sydney. Of these, 18 were finally
convicted. The success by our security
services in thwarting these attacks
may have deterred similar plots.

As my grandchildren left our
hotel on Bastille Day in France this
year for the fireworks, there was no
denying 1 felt some concern about a
possible terroristattack. Luckily, the
kids went to the Eiffel Tower, and
not to the Promenade des Anglais
in Nice where 84 people were killed
and more than 100 injured.

I remain concerned about such
attacks but am not afraid enough to
consider preventingloved ones from
travelling in Western countries.

Respondents to the 2016 ANUpoll
may have felt more fearful of an
attack than usual because of the
public debate that was circulating
at the time. The poll was conducted
during and just after the last federal
election, in which Pauline Hanson
was propagandising a link between
all Muslims and terrorism.

The ANUpoll was also conducted
duringthe coroner’sinquestinto the
Lindt Café siege, and just after the
Orlando massacre in June. It also
closely followed the prime minister’s
invitation of Muslim leaders to
Kirribilli House, where Malcolm
Turnbull mentioned the connection
between the Muslim community
and defence against terrorism.
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Public opinion in Australia has
an exaggerated view of the terrorist
threat inside the country. As early

as 2000, two Australian scholars
put forward a “thought contagion
theory”to explain this phenomenon.

Australians want tougher
action against terrorism

The ANUpoll, ‘Attitudes to National Security: Balancing Safety and
Privacy’, has found Australians believe the government could do more
to prevent a terrorist attack in Australia, but also have concerns that
Muslims are being singled out for increased surveillance and monitoring.

rise of Islamist extremism in Australia, but 70% also believe Muslims in

Australia should not be subject to additional scrutiny based on their religion.
The Australian National University poll found strong support for the federal
government's strict border protection controls, retention of telecommunications
metadata, revoking citizenship for foreign fighters with dual nationalities, and for
bans on Australians travelling to conflict areas. However, a majority (55%) were
not concerned about being a victim or having a family member as a victim of a
future terrorist attack in Australia, while 45% were concerned.

The poll found a significant majority (71%) are concerned about the possible

Key findings

> 56% of poll respondents believe the government could do more to prevent
terrorist attacks; 36% believe the government is doing all it can; 8% believe
the government has done too much

» 67% support retention of communications metadata

> 59% believe counter-terrorism policies single out Muslims for surveillance
and monitoring, and 46% of those say they are bothered by that

> 80% approve or strongly approve current border control measures as needed
to protect Australia from extremism and terrorism

> 69% say Australia should prevent citizens from participating as fighters in
overseas conflicts

» 85% support removing citizenship from dual nationals involved in terrorist
activities overseas; but most support the courts having the power to remove
citizenship rather than the Immigration Minister

> 71% are either concerned or very concerned about the possible rise of Islamic
extremism in Australia, with personal concerns easing as education levels rise

» 70% believe Muslims in Australia should not be subject to additional scrutiny

due to their religion.
9 The ANUpoll is a result of a national random telephone survey

of 1,200 people interviewed between late June and early July 2016.

Source: Australian National University, Australians want tougher action against
terrorism — ANUpoll (Media release, 10 October 2016), www.anu.edu.au

It suggests misleadingideasbecome
commonly held beliefs after they are
conveyed to many people.

The anxiety is often unnecess-
arily fuelled by politicians and
journalists. One striking example
was a warning from The Australian’s
Greg Sheridan in November 2015
that the Paris attacks can be viewed
as part of a series of threats that
may lead to the end of Western
civilisation.

But the over-anxiety about terr-
orist attacks in Australia conforms
to a more longstanding phenom-
enon of Australian insecurity
and exaggeration of international
threats in almost all quarters.
It also comes from the exagger-
ated fear of becoming a victim of
domestic crime.

In this environment of super-
charged public anxiety about
terrorist threats on Australian soil,
opinion leaders in politics, the
media and academia have arespon-
sibility to not inflame them. The
ANUpoll might have framed some
additional questions to speak to
the excellent record of the security
services at home and the relative
safety they provide.

Greg Austin is Professor, Australian
Centre for Cyber Security, UNSW,
Australia.

THE CONVERSATION

Austin, G (18 October 2016). Australians have
little to fear from terrorism at home — here’s why.
Retrieved from http://theconversation.com

on 17 November 2016.
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Counter-terrorism laws and strategies

Australia’s Counter-Terrorism Strategy:

strengthening our resilience

Executive summary from a report by the
Council of Australian Governments

National Terrorism Public Alert level was raised to

High. This reflected the judgement of the Australian
Security Intelligence Organisation (ASID) that a terr-
orist attack was likely. The heightened threat level is
likely to endure.

Australian governments are proactively dealing
with the threat. We are working with our international
partners and with the Australian community to lower
the risk of a terrorist attack and strengthen our ability
to respond to, and recover from, any attack.

The purpose of releasing this Strategy is to provide
information to the community on the threat Australia
faces and what we are doing to counter it. Import-
antly, it highlights the community’s role in preventing,
preparing for, responding to and recovering from a
terrorist attack.

This Strategy sets out the framework for Australia’s
counter-terrorism arrangements. It situates the
current terrorism threat within the global context and
articulates how we are countering it. It sits above and
is complemented by the National Counter-Terrorism
Plan; an important resource that outlines governance
and jurisdictional arrangements and operational
responsibilities for preventing, preparing, responding
to and recovering from domestic terrorist attacks.

In September 2014, for the first time, Australia’s

Our Strategy is based on the following principles:

e Protecting lives is the absolute priority

e Governments and the community must face the
challenge of terrorism together

e Terrorist acts are crimes to be dealt with through
the criminal justice system.

Terrorism and Australia
Globally, ISIL, AQ and associated groups represent the
most significant terrorist threat.

These groups are motivated by a selective, violent and
extreme interpretation of Islam. Such an interpretation
is alien to the overwhelming majority of Muslims.

Though ISIL is the most threatening manifestation
of this terrorist threat, AQ and some associated groups
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retain the intent and capability to mount major attacks.

ISIL, in particular, exerts a direct influence in
Australia through its aggressive promotion of violent
extremism. This group’s violent ideology, persuasive
propaganda, and its grooming of young people online
is directly responsible for the radicalisation to violent
extremism of a significant number of individuals in our
community. As a direct flow-on result, there is now a
higher risk of attacks by individuals or by small groups
than ever before.

Violent extremist influences in Australia will be
exacerbated by foreign fighters seeking to return from
conflict zones in the Middle East. Some of these foreign
fighters will seek to return with the skills, experience
and a predisposition to violent action that will make
them a significant risk to the community.

Terrorism based on other ideological, religious, or
political beliefs - such as right wing or left wing extrem-
ists - is also of concern, though it does not represent
the same magnitude of threat as that posed by violent
extremists claiming to act in the name of Islam.

Resilience of the Australian community

The Australian community’s resilience is important to
everything we do to counter terrorism. Building and
maintaining our resilience allows us to push back against
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terrorists’ attempts to intimidate us and undermine
social cohesion.

Australia’s Counter-Terrorism Strategy
Australia’s Counter-Terrorism Strategy is based on
partnerships between all levels of government, com-
munities and the private sector. It is focussed on
prevention as a first line of defence against terrorism.
Our actions are informed by thorough analysis and
assessments of violent extremism here and abroad.

This Strategy involves five core elements.

1. Challenging violent extremist ideologies
Australia’s task to constrain the terrorist threat is fun-
damentally about limiting the spread and influence of
violent extremist ideas.

Governments are working with communities to
counter violent extremist propaganda with carefully
targeted messages. Our messages show people there
are ways they can help improve the situation in Syria

National security:
what Australia is doing

> National Security Hotline — is the single point of
contact for the public to report possible signs of terrorism.
www.nationalsecurity.gov.au/WhatAustraliaisdoing/
Pages/TheNationalSecurityHotline.aspx

> Laws to combat terrorism — Australia has an
extensive range of legislation around counter-
terrorism, national security and related offences.
www.nationalsecurity.gov.au/WhatAustraliaisdoing/
Pages/Laws-to-combat-terrorism.aspx

> Australia-New Zealand Counter-Terrorism
Committee — is made up of representatives from
the Australian, state and territory governments to
strengthen cooperation, collaboration and build
nation-wide capability to counter terrorism.
www.nationalsecurity.gov.au/WhatAustraliaisdoing/
Pages/Australia-New-Zealand-Counter-Terrorism-
Committee.aspx

> National security agencies — a range of government
agencies contribute to protecting Australia’s national
security.
www.nationalsecurity.gov.au/WhatAustraliaisdoing/
Pages/NationalSecurityAgencies.aspx

> States and territories — find out more on their roles
and responses to counter-terrorism incidents and links
to agencies.
www.nationalsecurity.gov.au/WhatAustraliaisdoing/
Pages/StatesAndTerritories.aspx

> Declared area offence — information about the
offence of entering, or remaining in, a declared area in
a foreign country where a listed terrorist organisation
is engaging in a hostile activity in that area.
www.nationalsecurity.gov.au/WhatAustraliaisdoing/
Pages/DeclaredAreaOffence.aspx

or Irag, and ways they can find a sense of meaning and
belonging in Australia, without resorting to violence.

Importantly, the information we provide shows
the horror of living, killing and dying in the conflict
zones, including exposing the horrific toll on local,
overwhelmingly Muslim, populations.

We also seek to promote the values and ideas which
underpin our society, ideas such as equality, respect,
individual freedoms, democracy and the rule of law.

The exact messages conveying these themes are
best developed and delivered by communities for
their own members, though governments can help to
facilitate them.

2. Stopping people from becoming terrorists
The most effective defence against terrorism is to pre-
vent people from becoming terrorists in the first place.
To do this we work closely with the community:
families, friends and community members are often in
the best position to identify individuals who are at risk
of radicalisation and help steer them away from violent
extremism.
Our aim is to prevent extremists from exploiting
vulnerable Australians and robbing them of their
futures.

3. Shaping the global environment

Our efforts to counter terrorism in Australia are comple-
mented by coordinated international action to make
the global environment less conducive to terrorism.
Australia works with international partners, including
through the United Nations, to challenge terrorism.

We also engage with a wide number of partner coun-
tries to build capacity and capability, undertake joint
operations, and exchange information to assist partner
governments in detecting, monitoring and responding
to terrorism.

Australia may also contribute to international
military efforts to destroy or degrade major terrorist
capabilities. Over the last decade, elements of the
Australian Defence Force (ADF) have been deployed in
Afghanistan and Iraq for this purpose.

4. Disrupting terrorist activity within Australia
Our law enforcement and intelligence agencies are
well-equipped to disrupt terrorist activity. They have
a good history of disrupting numerous terrorist plots.
low-capability and limited-preparation attacks such
as knife attacks present a challenge to police and
intelligence agencies because they involve little or no
lead time, making them difficult to detect. Given the
absolute focus on saving lives, agencies will prioritise
early disruption of a planned attack over waiting to
gather further evidence for a successful prosecution.
Early disruption is also used to stop activities that
support or facilitate terrorism, but which may fall
short of specific attack planning. There are a range
of methods that can be used to send a message to
individuals that their activities have attracted the
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Countering violent extremism

A statement from the Australian Government Attorney-General’s Department

violent extremism — that is, the use or support of violence

to achieve ideological, religious or political goals.
Countering violent extremism is a shared effort between all
Australian governments. The objective of the countering violent
extremism programme is to combat the threat posed by home-grown
terrorism and to discourage Australians from travelling overseas to
participate in conflicts. The Attorney-General's Department coordinates
this comprehensive national approach.
Australian governments and communities work together to build
resistance to all forms of violent extremism, whether politically, religiously or
racially motivated. Every day, federal, state and territory government agencies
are engaging with communities and forming vital partnerships. The Australian
Government's approach comprises four complementary streams of activity.
Work across these four tiers is underway, and includes:

The Australian Government is committed to preventing

Building strength in diversity and social participation

> The best way to counter violent extremism is to prevent radicalisation emerging as an issue by addressing the societal
drivers that can led to disengagement and isolation.

> The government funds settlement and multicultural community initiatives, and other social policy programmes to
enhance Australia's social cohesion by supporting community harmony, migrant integration and strengthening economic
participation.

» The Living Safe Together website provides information and resources to help the public understand, identify and address
radicalisation to violent extremism.

Targeted work with vulnerable communities and institutions

» Support for communities to help them identify and prevent people from moving down the path of radicalisation to violence.

> Development of community information resources and training packages, including tailored packages for educators.

> Work with state and territory governments to develop and implement programmes to rehabilitate people imprisoned for
terrorism-related offences, as well as prevent the radicalisation of other prisoners.

Addressing terrorist propaganda online
» Addressing online radicalisation and challenging terrorist propaganda by limiting its appeal, reducing access to extremist
material online and empowering community voices to combat extremist narratives.

Diversion and deradicalisation

> The delivery of early intervention programmes to help people move away from violent ideologies and reconnect with
their communities.

> Development of a Directory of CVE Intervention Services for government agencies to easily connect people in need with
community-based organisations.

» The Living Safe Together Grants Programme is assisting community-based organisations to build their capacity t